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Deep Dependence on Internet Authorities
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Authorities Make and Sign Statements
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Authority Compromise
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Authority Compromise
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Authority Compromise
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Authority Compromise
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lechnical Ihreats

Adobe Revoking Code Signing Certificate Used Second Dell backdoor root cert found o
To Sign Malware Blackhats, head straight to the airport lounge. DigiNotar scandal worsens: 500+ rogue

tificates i d, five CAs b hed
Google takes Symantec to the woodshed certinicates issued, Tive LAs breache

for mis-issuing 30,000 HTTPS certs
[updated]

Chrome to immediately stop recognizing EV status and gradually nullify all certs.

DAN GOODIN - 3/24/207, 422 PM

Man hacked random-number generator
to rig lotteries, investigators say

New evidence shows lottery machines were rigged to produce predictable
jackpot numbers on specific days of the year netting millions in winnings
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SEEE ST -ﬁ"’*f“%’
- Syl New attacks on Network Time Protocol
can defeat HTTPS and create chaos

TI'UStWﬂVB Admits It Issued A Certificate TO AllOW Exploits can be used to snoop on encrypted traffic and cause debilitating outages.
Company To Run Man-In-The-Middle Attacks

25 Nov 2015 at 05:00, Darren Pauli

DAN GOODIN « 10/22/2015, 1207 AM

Lenovo PCs ship with man-in-the-middle
adware that breaks HTTPS connections
[Updated]

Superfish may make it trivial for attackers to spoof any HTTPS website.

D-LINK ACCIDENTALLY LEAKS PRIVATE CODE-SIGNING KEYS

DAN GOODIN - 2/19/2015, 5:36 PM



| egal [hreats

"Hey Lavabit, give us your crypto keys. “Grml, here. To save space they are
Ah and you can't tell anybody about it.” printed in 4pt font. You're welcome.”

VS.

Lavabit

Lavabit shutdown to avoid being complicit In crimes against customers.



| egal [hreats

‘Hey Apple, create and sign
a backdoored 10S.”

‘Hahaha. No.”

y

VS.

Public debate this time, but what about the next round?
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act:
No Individual Entity is Immune to Compromise or Coercion

WHAT \WOULD
ACTVALLY HAPPEN:

HIS LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE. TEUS US THE PASSWORD.

\ Gor 1T,

O o)
A

A CRYPTO NERD'S
IMAGINATION -

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLOSTER TO CRACK \T.

\ NO GooD! IT'S

U096 -BIT R5A\

BLAST! OUR }
EVIL PLAN
1S FOILED! ™~




| egal Self-Detense

The FBI
has not

been here

[watch very closely for removal of this sign]

A warrant canary An actual canary



% Thanks to Gory
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Towards Ulysses Pacts for Internet Authorities
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Public withesses
(“Ulysses’ crew”)

(“Ulysses™)

Clients only accept an update it Apple and
enough public withesses signed it off.
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Towards Ulysses Pacts for Internet Authorities

()
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() ()
O ()
o o 1§ :
() ()
()
Weakest link Stronger link Collective authorities
T=1 T=2..10 T =100++

Trust splitting has to scale and increase security, diversity, and independence.
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Decentralized Witness Cosigning
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Withesses
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Public logs

A0 Itis 17:05.

IP address IS
AR 104.24.103.23.

O TLS certificate

IS XyZ. C|Ieﬂt

O New security update

1.0.1.2 available. Verification:

Signed by authority
and at least T withesses?
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Regular Versus Collective Signing

Excerpt of a public petmon from 1866

N AMES, ? i RESID N O,

ity Franone | | Aormi GV

% : <

- ,/” = o ¥e iy = 2 " . P,
Sehon B, st Torsg | FE potesctin—Fi ] Slgnatures N superposition
A sedor e s Vivora Flacth oo (/l’f P O’f’é«?/’
7 o 1 e Hewarh 7 /h& ’ _ - o
/ Yy, . b 3  NAMES, B RIS ;1__u_| N CE.

@t%ﬁuw J M %ﬂ G /é' f'{/‘(

- - P TP & I Sl
"/ Z{ é c---’/{"' \3 é' ?/ ’/ .

f

TG cvrate
: CUAIRORA TYMOLEWYN TML 40 SOMIOMM sOM# OXNOCHETS
r
ﬁmw‘ é’ #‘Q R ,fg /"‘:’;’ /""‘- '?/; oL ‘ /i:‘f" ‘.'(/.’.‘.",ﬁ',-

7

é/;fﬂ,{&";{i_ﬁ m:,,f ‘ 4/%« it 3/ S J/ J;f-""/‘

e .

oy S s | 255 I S s forl n Collective signature
P O Ly A e

e fopir | o fote

STAIMEN IWYNOI YN 3l 40 SIMIOTOH WOMS QION0CH u

Regular signatures

Q9090 0 Y




Collective Signing (CoSi)

1. Announcement 2. Commitment
/ \ Send statement S / \ Aggregate commits
now or later V = 2i(viG)
3. Challenge 4. Response

/ \ Send challenge / \ Aggregate responses
c = H(V, S) r = 2i(Vi-CXi)

£n Collective (Schnorr) signature: (c,r)
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CoSI Features

9
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Security Transparency Scalability
e Strongest-link robustness * Multi-eye-principle » Aggregation
. sanity checks L
* Proactive guarantees e« Communication trees
. . . * Public logs o
* Discourages misbehavior e Sign: O(log n) (8000 nodes, ~2 sec)

o Verity: O(1)
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Security / Transparency Levels

Weakest Strongest
Level 0 Level 1 Level 2 Level 3
e TJraditional authorities * Witness co-signing  Witness co-signing ¢ Witness co-signing
BFT
* No witness co-signing * Public log(s) * Public log(s) CONSEISUS
* Public |
. No public log(s) + Check nothing . Check authority ublic log(s)
. statements * Check consistency of
* Generic

distributed
. E.g.. reproducible IStributed processes

builds for software * E.Q., blockchain
updates extension in crypto-
currencies

* Easy to upgrade
existing authorities
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Scalable Strongly Consistent Blockchains

TX-blockchain (co-signed)

ByzCoin

m ) tlj f??f E T \_l_l fflf lev [
— Coo

I\/Ilnmg blockchain (co-signed) /'ép/

Non-probabillistic BFT consensus

Scalable (1000+ nodes)

Low latency (< 20 sec) P PR
High throughput (700+ TPS) P - G .

Permissioned and permissionless e R - R

Mining cothority = Consensus group N



Scalable Bias-Resistant Distributed Randomness

Requester ..-----.__ N

4

Rand{Hound, Herd}

randomness
&
Proof

e Randomness beacons

e Distributed

e Bilas-resistant

Servers Servers

* 3rd-party verifiable ‘ ‘

 Scalable (1000+ nodes) e n

 Low latency Secret sharing Secret sharing
group 1 group 2

RandHound



Software Update Transparency

Developers Update timeline (co-signed)

Pre-release

Chainiac

e Software update system

 Decentralized Update cothority

 (Co-signed update timeline

e Efficient source-to-binary verification

Client
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Further details

hitps://github.com/dedis/cothority

Thanks

@Daelnar
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https://github.com/dedis/cothority

